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Agency Comments on Disclaimer of Opinion
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Agency Comments on Draft Internal
Control and Compliance Report
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Attachment No. 2

Detailed Comments on OIG Draft 1999 Internal Control & Compliance Report

Comment
Number

Draft
Report

Reference

Management Comments for OIG’s Consideration

1. Page 1, Side-
Caption

Revise the side caption to read “HUD Improves Its Control Environment” or “HUD
Continues to Address Weaknesses in the Control Environment,” to better reflect
progress made and OIG’s conclusions to eliminate or downgrade some MWs

2. Page 1, The first paragraph and related 4 bullets are repeated verbatim from the 98 audit
summary of HUD’s control environment, and do not attempt to fully or fairly reflect
the progress made in carrying-out HUD’s reform plans and specific corrective
actions in 99.  Suggest the whole section be revised to simply state what OIG’s FY
98 audit indicated HUD needed to do in 99, and then summarize OIG’s assessment
of progress made in 99.  From management’s perspective, we have completed
planned organizational changes, improved financial management and program
systems support for operations, and made substantive progress in carrying-out
operational changes to strengthen controls over major programs, within existing
resource constraints.

3. Page 2, Side-
Caption

Revise the Material Weakness heading to read: “HUD’s Financial Systems are Not
Fully Compliant with Federal Financial Standards”

As general comments on this captioned section, give the Department credit for FY
99 activities to improve systems consolidation and advance the Financial Systems
Integration plan.  These activities could not begin until after FY 98 financial records
were closed and mock testing/production simulation on the closed out FY 98 records
could be completed, leaving, in effect, a massive undertaking to be accomplished in
less than 9 months.  These activities included the conversion of  FY 98 ending
balances of the Program Accounting System (PAS) general ledger to HUDCAPS
under a Departmental Standard  Budget structure that includes source year
accounting; the conversion of  existing FY 98 year end HUDCAPS subsidiary
records for Section 8 to the new HUDCAPS general ledger and budget structure;
posting of all held FY 99 PAS transactions to HUDCAPS through the new interface
in a “catch up” mode; conversion of subsidiary support for Housing’s Section 8
ACC contracts from PAS/LOCCS to HUDCAPS; the conversion of remaining PAS
subsidiary records data structure to support Budget Fiscal Year (BFY) accounting
requirements of HUDCAPS and  Hyperion Enterprise application “rebuild” to import
and use general ledger data from HUDCAPS in the new source year accounting
structure

4. Page 2, 3rd,
4th & 5th

paragraphs

Delete paragraphs 3, 4 and 5, related to historical perspectives on HUDCAPS, as
unnecessary and not related to the 99 audit.

5. Page 3, 1st

Paragraph, 1st

Sentence

Revise the sentence to read: “We have determined that, as implemented, the
HUDCAPS core financial system does not fully comply with federal financial
system requirements, due to the lack of FHA financial data integration.” - to clarify
the nature and scope of the noncompliance issue.

6. Page 4, Last
Paragraph

Consolidate issues concerning the PAS/HUDCAPS interface in the section titled
“PAS to HUDCAPS Interface” at the bottom of page 40.
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7. Page 5, 1st

Paragraph,
Last
Sentence

Delete the sentence that starts “In spite of time saved…” as the CFO’s preparation
of financial statements is not affected or delayed by when the actual system closing
is run.

8. Page 5, 3rd

paragraph
Keep the lead sentence and replace the remainder of the paragraph with the
following:  “FHA should work with the Department to correct FHA's general ledger
and financial system weaknesses.  This joint solution should ensure that FHA is able
to perform federal basis financial reporting and proprietary, budgetary and cost
accounting.  In addition, it should enable FHA to fully comply with the Federal Credit
Reform Act.  FHA and the Office of the Chief Financial Officer have already begun
developing the requirements and implementation plan.”

9. Page 5, Last
paragraph

Remove reference to Travel Management system as a change in scope of the FSI
project.  Travel management system has been a part of FSI and its predecessors
from beginning as demonstrated by its inclusion in the Administrative Accounting
system configuration requirement document, page 8-1, dated December 1993.

10. Page 5, Last
paragraph

Delete sentences 4 and 5, given that the Office of Administration has not assumed
responsibility for the GMS and EIS from the FSI Project Team.

11. Page 5, Last
paragraph

Regarding the sentence that ends: “… hired a contractor to assist the Department in
another effort to redefine the FSI strategy.” - provide clarification that GAO made a
finding that the Department did not have a strategy to complete the FSI project and
recommended that the Department complete one.  As part of the effort to update
the FSI project benefit cost study, the Department is also asking for strategy options
to be developed so that HUD can make a decision on the most effective and
efficient strategy.

12. Page 5, New
Section

Subsequent to OIG’s release of its 2/9/00 draft report, a new finding section was
added and provided to management on “Difficulties with FSI implementation
prevented proper reconciliation of fund balance with Treasury accounts.”  We will
respond separately to this new section.

13. Pages 6-10 Suggest the discussion on resource management and the Management Control
Program activities be combined as part of the Internal Control Environment section,
given that these areas are no longer separately reported as MWs or RCs.  Having
separate captioned sections on these areas is confusing, given that all other
captioned sections pertain to MWs or RCs.

14. Page 6, Side-
Caption and
Related
Narrative

The current wording of the side-caption contradicts the OIG’s own conclusion that
“HUD 2020 organizational changes are complete…”  A more appropriate side-
caption would read: “Organizational Changes were Completed to Improve Resource
Management.”

As a matter of general comment, this whole section should be revised to delete
unnecessary historical references and prior OIG report language, and to more clearly
focus on what has actually been done and what OIG sees as remaining to be done
for HUD to better manage its resources to provide adequate controls.  In this regard,
OIG should acknowledge and comment on management’s basic strategic objective
of increased reliance on automated and remote monitoring techniques, and use of
risk-based targeting of HUD’s limited staff resources.  The Business and Operating
Plan process has also been a significant effort in providing greater accountability at
HUD.

15. Page 6, 1st

paragraph,
2nd sentence

Delete this sentence as irrelevant.  The HUD 2020 Plan has been HUD’s
comprehensive strategy to better manage its resources since June 1997, and all
elements of the strategy have been put in place and substantively carried-out.
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16. Page 6, 2nd

paragraph,
Next to last
sentence

Management disagrees with the second half of the OIG’s primary conclusion
statement on HUD 2020 Reforms, that: “…the major substance of the reform
changes, i.e., business/operational changes, is still under development.”  To the
contrary, all aspects of the reform changes have been “developed,” and most are in
operation and at least partially implemented as of FY 99or the first part of FY 2000.

17. Page 7,1st

bullet
paragraph,
2nd sentence

The bolded heading is misleading and the heading and narrative should be revised to
more accurately reflect the fact that REAC has been completely implemented to
provide for assessments of the overall physical and financial condition of HUD’s
housing portfolio.  The physical inspection subsystem and process has been
operational since October 1998, and a full inspection baseline on the entire public,
multifamily and assisted housing property portfolio is nearly complete.  Immediate
actions were taken on over 10,000 identified life-threatening health and safety
violations, and field and Enforcement Center (EC) staff have been acting on projects
with low scores.  The multifamily financial assessment subsystem was completed in
FY 1999, and is now fully operational, with completed assessments and released
results on 10,959 projects to date, including 89 compliance deficiency referrals to the
EC and another 1,245 referrals to MF field staff.  On the public housing side, all four
subsystem components of the new Public Housing Assessment System (PHAS) are
complete and operational, and producing advisory scores for PIH.  The delay in the
full implementation of the PHAS was a result of Congressionally mandated industry
consultations.  Although the PHAS scores are advisory for the first two quarters of
FY 2000, the reviews are being done and scores are being generated for field office
monitoring purposes..  While the implementation of some of these activities was
subsequent to the end of FY 1999, we ask that OIG reflect this known progress in its
report.

18. Page 7, 2nd

bullet,
Add the following sentence (before the last sentence in the second paragraph
beginning with, “In addition, delays were encountered….”): “Much of this increase
can be attributed to a rise in FY 1999 claims and the start-up time required by the
contractors.”

Also, consider the following general comments: The IG is very critical of FHA’s
performance in selling REO properties in FY 1999, quoting a draft KMPG audit
report that notes growth in the REO inventory during FY 1999.  However, the IG
fails to acknowledge substantial improvement in several key property disposition
performance indicators that also occurred in FY 1999.  Once the M&M contractors
were fully operational, they sold properties at a higher price and generated higher
returns than under the old system.  In fact, over the first six months of operation,
M&M contractors sold properties at an average price equal to 25 percent higher
than one year ago under the old system, and generated an average of 67 percent
recovery on claim, an increase of more than 10 percent over the average recovery
one year prior.  These positive trends were acknowledged in the same KPMG draft
audit quoted by the IG.

Moreover, the M&M system continues to produce positive performance results.  In
the first quarter of the current fiscal year, FHA sold more than 20,000 properties, a
record pace in sales.

Furthermore, in addition to noting this important progress in improving program
performance, KPMG also acknowledged that FHA’s extensive monitoring and
control system for the M&M contracts was effective in detecting problems with one
major contractor, and enabled the Department to take appropriate actions to
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terminate those contracts.  Since implementation of the M&M initiative in March
1999, FHA has inspected the condition of ten percent of the entire property
inventory on a monthly basis, audited ten percent of all property case files and
generated a number of daily and weekly property listing, sales and closing reports.
This comprehensive and effective monitoring system detected problems with one
major contractor immediately upon start of the new initiative, and enabled the
Department to take appropriate action, terminating those contracts just five-and-a-
half months into the contract period.

19. Page 7, 3rd

Bullet
Delete the last paragraph on page 7 emphasizing that HUD must finalize and
implement plans to permanently organize and staff a Departmental income
verification program.  REAC, at Headquarters, has staffed a permanent income
verification program, and developed and implemented an automated system to
facilitate large-scale computer matching income verification.  Further, REAC is
permanently organizing and staffing income verification functions in the Field.
REAC staff completed in February 2000 labor union negotiations for the transfer of
over 40 HUD staff in the Chicago and Seattle Income Verification Centers from the
Office of Public and Indian Housing to the REAC.  These employees, most of whom
will be designated quality assurance analysts, will provide overall support for the
large-scale computer matching income verification function.  Further, REAC has
hired one Field auditor, and has published, through the Office of Human Resources,
position vacancies for the hiring of additional auditors who will conduct reviews of
the effectiveness of public housing agencies, owners and agents (collectively
referenced as POAs) in resolving income discrepancies.

REAC auditors and quality assurance analysts will monitor POAs’ effectiveness in
resolving income discrepancies.  The POAs will use an automated template to report
quarterly   on income discrepancy resolution actions.  The automated reporting
template, which will be standard for all rental assistance programs included in the
large-scale matching program, has been developed and tested and will be deployed in
March 2000.  REAC auditors and quality assurance specialists will use the POA-
reported information in planning Field reviews of POAs.

20. Page 8, Side
captioned
section

The major procurement reforms cited by the OIG have all been implemented since
March 1998 when the CPO function was created.  At that time, HUD contracting
was considered as a material weakness based on the scope of problems found in the
IG’s September 1997 report  (97-PH-163-0001).  In a little over one year later, the
National Academy of Public Administration found that  “….a series of actions by
HUD have resulted in substantial progress towards the goal of developing and
implementing a model procurement system” (April 1999 NAPA Report:  “HUD
Procurement Reform:  Substantial Progress Underway” ).  The broad conclusion
now drawn by the Inspector General  that  “….HUD’s overall contracting attitudes
and practices had not changed significantly”  overlooks the significance of the real
strides that have been made and which were acknowledged in very IG report (99-
PH-163-0002) used for reference.  In the second paragraph of the Executive
Summary to that Report, the IG stated “The Department’s reform initiatives have
laid the groundwork for an effective acquisition process” and later characterized the
CPO’s efforts as “encouraging”.  Since the OIG’s draft Internal Control &
Compliance Report provides no specific support for the broad negative conclusion, it
appears unbalanced and unfair.

21. Pages 9 & 10 The CFO provided comments on the Management Control Program section of the
report directly to the OIG under separate cover.
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22. Page 11, 1st

Bullet
The bullet needs to be revised to recognize the actual status of HUD’s physical
inspections and the availability of data to measure compliance with housing quality
standards.  The full baseline is nearly complete.

23. Page 11, 3rd

Bullet
The last sentence should be corrected to state that official PHAS scores will be
generated for PHA fiscal years ending 3/31/00, and thereafter.

24. Pages 13-17, Material Weakness: “HUD Needs to Do More to Ensure Subsidies Are Based on
Correct Tenant Income”  -- Given that OIG acknowledges that “various legal,
technical, and administrative obstacles exist that impede HUD, HAs and project
owners from ensuring tenants report all income sources during the certification and
recertification process." (page 14), and given that OIG cites no other practical
alternatives to the HUD developed techniques that operate within existing legal
constraints to facilitate the detection, correction, prevention and deterrence of many
problems, the OIG’s MW caption and much of the discussion of this issue seem
unfair and unbalanced, given the substantial actions taken to resolve this MW:
• a large-scale computer matching income verification program has been

implemented; REAC started sending letters to tenants on February 16, 2000, and
a large-scale roll-out will start on  March 1, 2000,

• nationwide computer matching programs have been implemented to provide
social security and supplemental security income verification to housing
agencies, owners and agents for tenants due recertifications.

The section contains numerous statements that unfairly diminish the extent of
HUD’s progress.  For example, the reports states:
• adequate information technology and human resource infrastructure to support

a  large-scale matching effort had not been sufficiently developed and
implemented (REAC has addressed both of these issues)

• the present large-scale matching methodology has not yet been fully tested
(significant tests of the computer software has occurred)

• the human resource infrastructure has not been fully implemented (REAC has
addressed this issue; albeit, full implementation has not occurred)

• the current methodology has not been fully tested (significant testing of
computer software has occurred and other small scale projects have been
conducted using nearly the same methodology)

• tenants may receive an income discrepancy letter in error (we acknowledge
that this will occur give significant variance in rental assistance program;
notwithstanding, REAC has taken actions to minimize the problem, e.g.,
annualizing household income for use in comparisons to calendar year Federal
tax information, using high income thresholds, and providing clear instructions
to POAs that will minimize the burden of false positives.)

• the project is already more than four months behind its implementation
schedule (the system produced matching results in December 1999; REAC, at
the request of the Office of Public and Indian Housing, and the Office of
Housing deferred sending matching results pending   initiation of a training
program for POAs, and resolution of issues concerning a Guide containing
instructions for resolving income discrepancies.)

REAC’s full comments on this issue will be provided to the OIG.
25. Page 16, 1st

full paragraph
The income discrepancy thresholds should not be disclosed in the OIG report
The thresholds should not become public because tenants knowledgeable of the
thresholds could in subsequent years avoid detection of underreported income
amounts if they know the established threshold used in computer matching.  REAC
may (or may not) change the thresholds in subsequent years.
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26. Page 18, 1st

side
captioned
section

This section requires clarification and correction.  The April 1, 1998, signed
agreement between PIH and the Office of Housing approved a staffing limit of up to
25.  It was never anticipated that the voucher processing function would have 25
staff when it was reassigned to the FMC.  The April 1998 protocol indicated that the
transfer would provide for staff to “…continue to perform their current duties…”.
The VPC was staffed at the level of 11.

The second paragraph is incorrect in stating that the FMC terminated post payment
reviews in the first quarter of 1998 and LOCCS reconciliations in the second
quarter.  In FY98, the voucher processing function was not at the FMC, but still
remained at Multifamily Housing.  Those actions discussed were taken by MF
Housing.

27. Page 18, Last
paragraph

While citing a significant increase in prepayment reviews, the draft report only
focuses on the need for increased staff to perform reviews.  Yet the report provides
no evidence that increased staffing is needed, nor does it offer any specific target for
what an adequate number of reviews would be.  The report should recognize that
the cited increase in prepayment reviews of more than 125% improved HUD’s
controls over the payment of Project-Based Section 8 contracts.

28. Page 19, 3rd

full paragraph
The post voucher review selection threshold should not be identified in the
report, so as not to let owners know tolerable limits they can go down to.

29. Page 19, Last
paragraph

The Audit Report attributes the lack of sanctions partly to the existence of some
confusion on the part of staff as to who is responsible for this action.  This is
incorrect.  Payments are not suspended because the Office of Housing has not yet
finalized a final policy to do so.  The FMC, Housing and PD&R have worked on a
draft notice concerning suspensions for under-reporting, but it has not yet been
issued.  Sanctions are more problematic for these contracts because, unlike the
situation with ACCs, where we can reduce the HA/CA administrative fee for poor
performance, LOCCS only allows us to release the entire payment or hold the entire
payment.

The OIG is in error in the paragraph stating that the FMC intends to impose
sanctions once our automated program for comparing vouchered units to tenant data
is in place.  The FMC does not have the authority to suspend MF Housing’s
payments until  Housing issues a policy providing FMC that authority.

30. Page 21, 1st

paragraph
The second sentence, “Weaknesses exist in HUD’s control structure…,”  and this
overall section, do not fairly recognize the significant changes made to improve
HUD’s “structure” for monitoring both insured and subsidized multifamily projects.
While those structural changes may not have been fully implemented or applied to all
projects in the portfolio as of the end of 1999, they were significant achievements in
1999, and will serve to mitigate risks and eliminate weaknesses in this area in
FY2000 and beyond. (see related comment 16, above)

Based on the marked improvement the Office of Housing has made in monitoring its
multifamily portfolio, mainly through implementation of HUD 2020, Housing  no
longer considers project monitoring to be a Material Weakness.

Under the HUD 2020 reforms, the most important monitoring of Project-Based
Section 8 properties is now identical to the monitoring of FHA-insured properties.
This unified REAC inspection system, including follow-up by multifamily field
offices, was fully implemented during FY 1999, and a complete inspection of the
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multifamily portfolio was well underway.  Based on this progress, the draft audit for
FHA has downgraded what had been a Material Weakness on project monitoring to
a Reportable Condition.  Furthermore, due to the Office of Housing’s emphasis on
monitoring the Section 8 portfolio, progress on inspections for Section 8 properties
was farther advanced by the end of FY 1999 than for FHA-insured properties –
almost 90% of the properties inspected by REAC in FY 1999 had Section 8
contracts, while only approximately half were FHA-insured.

Therefore, based on the findings in the draft FHA audit of significant improvement in
the monitoring of FHA-insured properties, a continued finding of Material Weakness
can only be due to monitoring responsibilities that are unique to Section 8 properties.
Yet these monitoring responsibilities are already cited separately in the draft HUD
audit under the topic “Controls over Project-Based Subsidy Payments Need to be
Improved” as a Reportable Condition, not a Material Weakness.  HUD questions the
appropriateness of citing the same issue twice within the same report, but even
accepting this, it is unclear how a finding which is not considered to be a Material
Weakness could cause the finding on multifamily monitoring to be changed from a
Reportable Condition in the FHA audit to a Material Weakness in the HUD audit.

31. Page 22, 1st

captioned
section

Consider that Multifamily did conduct risk-based goal activity under the FY1999
BOP.  In order to address the inventory of Secretary-held multifamily notes (a
Reportable Condition in the prior year audit), Multifamily Housing included a FY1999
BOP goal to bring 75 percent of the Secretary-held notes that were 3 months or
more delinquent under a workout agreement, into foreclosure, or under designation
for a note sale).  Of the 167 notes in this goal universe, the multifamily field offices
brought 137, or 82 percent, under control, exceeding the 75 percent goal.  Based on
the Secretary-held BOP goal achievement and progress toward renewing note sales
activity, the draft FHA audit no longer considers Multifamily’s handling of its
Secretary-held inventory to be a Reportable Condition.

Furthermore, risk-based goals have also been established for multifamily monitoring.
As part of the establishment of REAC, follow-up procedures were created for the
field to develop specific action plans for dealing with physical inspection results
based on the numeric score.  This contradicts the draft report’s implication that the
status of a property as troubled is independent of REAC information - in fact
classification of properties as high risk is now based on REAC information.
Properties that fall into the range of zero to 30 points are referred to the
Departmental Enforcement Center for evaluation and acceptance for enforcement
action, if appropriate.  Relatively high scoring properties, those with above 60 points,
require less oversight because of their good performance so the field’s attention is
now focused on those properties in the 31-59 range.  The lowest scoring of these
properties, those in the 31-45 range, require face to face meetings, with detailed
repair plan and professional assistance for more costly repair programs (over
$10,000 per unit).

In light of the improved capability of obtaining reliable monitoring data, the FY2000
BOP for Multifamily Housing includes a goal (BOP Goal HSG-M-6-2) to bring 95
percent of the properties with REAC scores of 31 - 59 into compliance within 90
days of the date of inspection referral from REAC.  Therefore, the Draft ICR
concern regarding risk based goals has been clearly addressed.
Finally, the Draft ICR makes note of the fact that Housing relies more and more on
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electronic communications (e-mail, web-based information sites, Satellite-based
distance learning, conference calls, etc.) as opposed to the handbook issuance
procedures of the past.  In fact, extensive written protocols and other guidance have
been developed and issued to the field for project monitoring under REAC and other
HUD 2020 initiatives, and copies have been provided to the IG.  Without any
specific evidence that these written procedures are not being followed, there
currently appears to be no Internal Controls weakness due to this issue

32. Page 22, 2nd

captioned
section

While the draft report recognizes the significant progress that has been made on
physical inspections, there is little recognition of the progress made in financial
assessments.  To date, more than 10,000 financial statements have been released to
the field offices for their follow-up, with nearly two-thirds of these closed.  The
remainder will be released shortly following training on the use of the statements.
Furthermore, despite the impression left by the draft report that no follow-up had
been completed during FY 1999, REAC had already begun analysis of financial
statements, with many of them resolved because no compliance conditions were
found.

We note with regard to the Draft ICR comment that fewer management reviews
and occupancy reviews of troubled and potentially troubled projects has been done
than required by HUD policy that such reviews are not required for each troubled
project.  The field was instructed in this change in approach by memorandum dated
July 1, 1998.  In general, the REAC process has supplanted these reviews as an
important monitoring tool.  Furthermore, it does not make sense, for example, to
conduct a management review for a project that is referred to the DEC for
evaluation by virtue of its REAC PASS score or by referral by a Hub or Program
Center field office.  In such a case, an in-depth review is conducted under the
auspices of the DEC’s due diligence process.  Given the combination of increased
monitoring through REAC, the DEC, and other initiatives, along with a lack of
evidence in the report that the number of reviews performed was inadequate, the
Office of Housing believes that the number of management and occupancy reviews
performed was in fact adequate.

33. Page 23, 1st

side
captioned
section

The draft report does not adequately recognize the progress that has been made on
implementing the Contract Administration initiative.  Furthermore, the report implies
that no reviews of contract administrators were performed.  In fact, a significant
number of reviews of contract administrators by field offices were performed during
FY 1999.  This, combined with the direct monitoring of projects performed though
REAC and field office follow-up, contradicts the implication of the statement that
when “HUD does not monitor the projects directly or indirectly, it adversely impacts
HUD’s ability to assure the propriety of Section 8 disbursements.”  In fact, HUD did
monitor the projects both directly and indirectly.

34. Page 23, 2nd

side
captioned
section

Many of the specific points raised by the IG in this section are not supported by
specific evidence or explanations of what monitoring standard would be acceptable.
With the extensive improvement in monitoring during FY 1999, it is not accurate to
state that there “were various reasons for not monitoring projects” – in fact, projects
were monitored, and to a standard far beyond prior years.

In addition, the Office of Housing believes the report fails to recognize the significant
improvement in monitoring due to improvements in the Real Estate Management
System (REMS).  The importance of REMS in the oversight and monitoring of the
multifamily portfolio cannot be overemphasized because without REMS the
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compilation of data and coordination of actions generated by the HUD 2020 centers
(esp., REAC, DEC, and FMC) would not have been achievable.  The
implementation of this system replaced a number of manual and automated systems
and for the first time contains all information on MF projects in one place.  In Fiscal
Year 1999, REMS Phase 3.0 was implemented.  REMS Phase 3 provides
comprehensive reports capability and coordination with data systems developed by
the Real Estate Assessment Center and Departmental Enforcement Center.  REMS
Phase 3.0, implemented nationwide on Nov 1, 1999, included these primary
enhancements:

• Approximately 30 standard reports and 46 data elements with which to define
the scope of each report (selection criteria)

• Integration with REAC systems to:
• display more financial assessment/physical inspection details
• create automated follow-up actions for Housing staff
• update property address information based on physical inspection

• Reserve tracking (requests and balance)
• The capability of searching for properties by street address

35. Page 25, 3rd

paragraph
In reference to the third paragraph, PIH is concerned that the OIG cites that two
field offices did not perform a formal risk assessment in FY99.  This statement must
be clarified.  In fact, of those two offices cited, the risk assessment in question was
conducted before the close of Fiscal Year 1998 and before the documentation
procedures required for the risk assessment had been emphasized.  As a result of
the FY98 OIG Financial Statement Audit, we discussed with each field office during
the weekly video conference calls, the monthly Desk Officer conference calls, and
on our routine on-site field office visits, the need and requirement of each field office
to document the development and results of their annual risk assessment.  In
addition, we began developing the National Risk Assessment system to free field
office staff of the data gathering and collection burden and to fully account for our
national inventory risk which will be detailed below.  We asked the field to update
their FY99 risk assessment in conjunction with the needs identified by the BOP for
FY99 so that all required community-based issues could be resolved.  We are
confident that even though two field offices may not have formally documented their
initial risk assessment approach, high risk community needs were met through the
BOP monitoring and technical assistance plans as executed by field office staff.

36. Page 27, Side
captioned
section
paragraph

The OIG report raises concerns over OPIH’s reliance on and use of Independent
Auditor (IA) reports, which are now captured and reported on through REAC’s
Financial Assessment Subsystem for Public Housing (FASS-PH) and the related
Public Housing Assessment System (PHAS).  OIG’s report cites REAC’s renewed
IA quality assurance function, which is already serving to better assure audit quality.
Field- guidance was developed and released on August 10, 1999,  illustrating the
monitoring and technical assistance actions expected of the field during the current
PHAS advisory period.  In addition, PIH and REAC created a video tape “PHAS,
You and the Seven Day Review” dated December 17, 1999, and provided it to all
field offices, which provides further direction on field responsibilities when the
PHAS advisory period is lifted and the program begins full implementation.

37. Page 28, 5th

bullet
Revise the completion date of the module on the next to the last bullet from July
2000 to September 2000.

38. Page 31 The Office of Administration has numerous detailed comments for OIG’s
consideration on the Systems and Accounting Issues addressed to them in pages 30
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through 41.  Those comments are provided in Attachment No. 3 to the Deputy
Secretary’s 2/18/00 transmittal memo.

39. Page 39, 1st

side
captioned
section

Request that corrective actions implemented in FY 1999 be acknowledged regarding
segregation of VEND/VACT access at the Ft. Worth Accounting Center.

Paragraph 2 is inaccurate.  Subsequent discussions with IG have clarified this
paragraph to mean that system administrator profiles were updated to include
VEND/VACT access in support of system integration initiatives in FY 99.  Prior to
FY 99, in response to earlier OIG recommendations, the system administrator’s
profile did not include access to VEND and VACT.

40. Page 40, Last
sentence

Delete sentence, “Additionally, there is no historical record kept of manual
transactions that could be used to provide an audit trail and to identify recurring
problem areas that may require system design changes.”  A log of user issues, that
include the interface, was started and maintained as a way to identify and track
resolution of specific problems or classes of problems and their solution.  To date
several enhancements to the interface, to reduce interface errors, have gone into
production, and should be acknowledged, and several are still pending.  Completed
items are on an archive log and current items are on active log.  The items are
reviewed once a week at HUDCAPS status meeting.

41. Page 41, 2nd

& 6th full
paragraphs

In the second paragraph, request corrective actions implemented in FY 1999 be
acknowledged regarding segregation of VEND/VACT access at the Ft. Worth
Accounting Center.  In addition, delete second to last sentence regarding CFO
research of why two CFO administrators could make changes to VEND, aper
previous comment on Page 39 corrections.

In the sixth paragraph, recommend that sentence - beginning “These controls ...”.
end with the word “complete”, and delete remainder of sentence.

42. Page 43,1st

side
captioned
section

This section should be rewritten.  The two PHAs (Baltimore and Pittsburgh) that
have been either sent letters approving an extension of time or were not beyond the
24 month deadline for execution of contractors contract should be excluded.  The
Baltimore HA was given a time extension in a March 23, 1999 letter which became
the effective date of the Grant Agreement.  Also, On February 11, 2000, the
Pittsburgh HA received an extension period of performance for execution of a
contractors contract and for the completion of the physical work.

OPIH has been carefully monitoring the progress of each of the HOPE VI grants
using the HOPE VI Grants Management system and is fully aware of the Article
II(3)(a) provision of the Grant Agreement.  However, since each of those sites
identified in the Financial Statement Report have been and will continue to be closely
monitored through our grants management system, OPHI saw no immediate need to
declare those PHAs in Default of the Grant Agreement at this time.  Each had
submitted revised dates in the Quarterly Report System and their progress has been
carefully monitored by OPHI staff.  The Office of General Counsel has provided an
opinion supporting the fact that the OPHI is not required to issue default for a
technical violation of the Grant Agreement.  Instead, the decision to issue letters is
discretionary.

However, OPIH agrees that sending a letter to each PHA in technical violation of
the Grant Agreement and reminding them of the violation and either granting them a
time extension or placing them in Default is appropriate.  OPIH has proceeded to
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prepare and will send time extension letters or letters of default to each of the PHAs
listed in the Reportable condition.  Furthermore, in order to prevent this reportable
condition from occurring again, OPIH has established standard operating procedures
to be implemented.

43. Page 43, 2nd

Side
Captioned
Section

The findings should be removed.  PIH policy and practices with respect to
unobligated fiscal year 1997 and prior fiscal years funds are in compliance with the
Quality Housing and Work Responsibility Act of 1998.  Public Housing, in response
to a January 14, 2000,  meeting with the OIG on this subject, asked for, received, and
forwarded to the OIG, a program counsel review and opinion of the actions required
and taken by PIH, up to and including a Federal Register Notice of December 22,
1999, dealing with obligation of FY97 and prior year modernization funds.  The
February 9, 2000, opinion in summary states that “The December 22, 1999 Federal
Register Notice was a clearly legal and reasonable exercise of PIH’s authority to
prescribe remedies for violations by PHAs of section 9(j)(4)(B).”  Further, in the
February 9th opinion, program counsel points out that the OIG draft finding is in error,
since the remedies it prescribed are those that can only apply prospectively for funds
made available under Section 9 and not retrospectively under Section 14 (i.e., FY97
and prior funds).

With respect to the finding that deals with expenditure of fiscal year 1995 and prior
years public housing modernization funds, HUD has not taken any actions to enforce
what the OIG states are funds that must be expended not later than four years after
the date on which funds become available for obligation.  This is also not accurate.
The program counsel’s February 9th opinion clearly points out that penalties for slow
expenditure of funds only applies to funds provided under section 9 and, therefore,
are penalties HUD must consider and impose prospectively not retrospectively.

For the record, it should be made clear that PIH has been very aggressive in pushing
PHAs to obligate and expend funds in the pipeline over the past several years.  A
listing of actions undertaken is available for OIG’s further consideration.

44. Page 44, 2nd

paragraph &
Page 3, 5th

bullet

FHA would like to emphasize that it effectively forecasts its unexpended Section 8
project-based budget authority.  However, improvements are necessary in order to
identify and recapture excess Section 8 project-based subsidy on executed contracts.

45. Page 47, 4th

paragraph, 3rd

sentence

Suggest that the third sentence and remainder of that paragraph be reworded as
follows: “The Department did not take these material weaknesses into consideration
when reclassifying seven of it’s legacy systems to conforming with federal financial
management systems requirements.  These systems were reclassified as a result of
HUD putting into place processes to post FHA SGL balances to HUDCAPS.
Subsequent to receipt of FHA’s certification that these seven systems were
compliant, and after HUD met its reporting requirements to OMB soon thereafter,
concerns were raised about the effectiveness of the processes outlined by FHA.
HUD plans to compete an independent verification and validation of these seven
systems in FY 2000.”

46. Page 48, 1st

side caption,
3rd bullet

FHA does not agree with the third Bullet, “refine the methodology for calculating the
liability for loan guarantees (SFFAS Number 2, Accounting for Direct Loans and
Loan Guarantees),” and is currently discussing the issue with the KPMG auditors.
OIG should assess the outcome with KPMG, and reflect any needed changes in the
report.

47. Page 48, 2nd FHA does not agree and is currently discussing the issue with KPMG.  KPMG
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side caption
& narrative

asserted that FHA’s general ledger was not compliant with the SGL at the
transaction level.  KPMG’s basis for this assertion is the data in the subsidiary
system reports used to prepare the financial statements was not maintained at the
transaction level.  FHA’s subsidiary systems do maintain data at the transaction level
in compliance with the SGL.  However in some instances, because of technical
limitations of FHA subsidiary systems, the transaction-level support for previously
created reports could not be reproduced.

48. Page 48, Last
sentence

Revise the sentence as follows:  “The Department reviewed nine systems with the
following results:
• 6 systems were reclassified as non-financial (MADM is actually comprised of  4

subsystems each of which is included in the inventory)
 GEMS, IBS, DAPP, M2M, REMS, APPS
• 1 was classified as non-compliant

SFPCS-Upfront
• 2 continued as compliant - HUDCAPS, MACOLA”

49. Page 49, Last
paragraph

Consider the following regarding the CFO’s oversight of Departmental systems
conformance with FFMIA requirements.  The CFO initially relies on program office
certification of the systems, however, varying levels of review are conducted during
the year.  For FY 1999, the CFO reviewed almost of the FMS inventory, including:
• Conducted IV&V on 9 systems
• Conducted in-depth internal review of one system (IDIS)
• Reviewed all non-conforming systems (28): requested the program offices

prepare or update a remediation plan.  As possible ,  requested additional
information re: dates, costs, tasks.

A new FMS review guide recommends that all agency financial management
systems should be reviewed at least every 5 years.  We spearheaded the
development of a financial management system review guide that was implemented
in the Department in FY 1999.  The guide provides substantially more in-depth
assessment criteria than was requested from the Program offices in the past.  For
FY 2000, CFO plans include:
• Conduct IV&V on about 9 systems (including the 7 housing systems that had

been reclassified as compliant).
• All new systems reported as of 09/30/1999
 Already met with program offices on
 CFO - TEAM
 CFO- HTMS
 Housing - SFPCS-Periodic
 Talking with CPD about Section 108 (discontinued)
 and RHEDI (financial or non-financial)
• Review any system that’s changed classification during FY 2000
• Total number of systems for review will be close to half of FY 2000 inventory.

50. Page 51, 1.a. Change wording to say “Direct CFO and FHA to work together to integrate FHA’s
financial management systems into HUDCAPS including fund control and SGL-
compliant financial reporting.”

51. Page 51, 1.b. Move 1.b. from section 1 under material weakness to section 6 and change wording
to “Continue efforts to enhance the PAS/HUDCAPS Interface in order to reduce
the number of system rejections.”

52. Page 51, 1.e. Change recommendation 1.e. to reflect that adjustments to Hyperion should be
minimized.

53. Page 51, 1.f. Move 1.f. up under 1.a.
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54. Page 52, 3.a. The Office of Administration has the authority necessary to ensure Department-
wide compliance.   The Office of Information Technology, through its ADP Security
Branch, has responsibility for development and implementation of IT Enterprise-wide
operational security standards and procedures.  They work closely with the Office of
Human Resources staff responsible for the personnel security function to ensure
needed background investigations are performed.  No additional authority is
necessary for these elements to carryout this responsibility.  ADP Security Branch
will, quarterly/or as requested, provide  listings identifying those individuals who
should undergo a background investigation, based on  the desired access to a mission
critical  application system.  Based on these facts,  the Deputy Secretary is
requesting that this recommendation be removed.

55. Page 52, 3.a This is inconsistent with the text on page 35 which refers to this matter as a
Reportable Condition.

56. Page 52, 3.b. System Integrity & Quality Assurance Division of the Information Technology
Division submits a quarterly list of  individuals authorized to access critical HUD
systems to the Office of Human Resources  Personnel Security Branch (OHRPSB).
Effective March 2000, on a monthly basis, the Office of Information Technology will
request a list of individuals, from the OHRPSB, who have received new clearances
to ensure that only authorized individuals with the appropriate position sensitivity level
of clearance have continued system access.  Additionally, the Office of Human
Resources and the Office of Information Technology are currently working together
to establish a complete list of users of sensitive systems and to perform a
reconciliation of numbers and forms.  After that is accomplished,  quarterly
reconciliations will be performed to ensure the list is current.

57. Page 53 - 6b Delete because the CFO is already tracking problems and has already used tracking
mechanism to identify problem areas to be remedied by system design changes.

58. Page 53, 7.a. We request the recommendation be amended by rewording it to read “Evaluate the
reasons for delay by the public housing agencies with unobligated balances of funds
awarded during fiscal year 1996 and prior year and take actions to either waive the
regulations and extend the termination date of the grant or terminate the grant as to
all further activities and initiate close-out procedures and recapture unobligated
funds”.

59. Page 53, 7.c. We request the recommendation be deleted since it is not needed.

60. Page 53, 7.f. FHA would like to emphasize that it effectively forecasts its unexpended Section 8
project-based budget authority.  However, improvements are necessary in order to
identify and recapture excess Section 8 project-based subsidy on executed contracts.
The Office of Housing can identify the amount of excess budget authority on expired
Section 8 project-based contracts, however, we will work to make the procedure
more timely and accurately.

61. Page 54, 2.a. The Department has been working with the National Academy of Public
Administrators to design and test a methodology for resource estimation and
allocation process (REAP) to link resources to results.  NAPA has recommended a
methodology which will allow the Department to estimate, allocate, and validate
resource management requirements for effective and efficient program
administration and management.  Working in conjunction with NAPA, senior
managers were briefed on REAP  CFO staff are presently developing a plan for
implementing REAP throughout the Department over the next 12 - 18 months.
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62. Page 56, 6.b. This action date should have been extended to incorporate the delay in
implementation of the PHAS.  PIH requested an extension to December 31, 1999,
but did not get a response from the OIG.  However, if current schedules hold, the
PHAS independent assessments will be incorporated in the National Risk
Assessment which will be available for testing by June 30, 2000.  The specifics of
the information included in the National Risk Assessment will be provided if
requested.  We expect full implementation of the National Risk Assessment program
by September 30, 2000, for the FY 2001 BOP development and monitoring plan
process.

63. Page 56, 9.c. As discussed in Recommendation 3.c above, since January 28, 2000, the Personnel
Security Section of OHR has used the Security Control and Tracking System
(SCATS) to track the investigation workload..  When a background investigation is
received in OHR, it is entered into SCATS.  The data includes, but is not limited to,
name, grade, program, system(s) to be accessed and date of initiation.  When the
results are received from OPM the completion date is entered.  SCATS is expected
to meet all of the reporting requirements.

64. Page 57, 3.a. PIH requested and was provided assurances that this recommendation was
transferred to Housing for final action.  We have confirmed that the audit was
transferred to Housing on September 21, 1999, in the Departmental Automated
Audits Management System (DAAMS).  Please adjust your records accordingly
based on this information.

65. Page 58, 5.a. This condition will need an extension to June 30, 2000, because of the delay in the
implementation of PHAS and the new physical inspection scoring criteria, we will
need additional time to train PHA and HUD staff of the new requirements.
Guidelines and procedures on how to access, interpret and utilize HA information
from the REAC was published on August 10, 1999.  This guidance will be revised to
incorporate new requirements of the final PHAS rule published on January 11, 2000,
during the Hub Director’s conference to be held in Washington DC during the week
of March 13th, 2000.  In addition, we have created a video tape with the REAC
“PHAS, You and the Seven Day Review” dated December 17, 1999 and provided it
to all field offices, which provides further direction on field responsibilities when the
PHAS advisory period is lifted and the program begins full implementation.  We
have asked the REAC to provide on-site training to field staff to further the
education process of the new system which should occur during the third quarter of
FY 2000.

66. Page 58,7.d. UNISYS access control has been strengthen by the privatization of files associated
with the CHUMS system.  This effort is to be completed by June of 2000.  All
remaining critical systems will have the strengthened security control in place by
June of 2000. Non-critical systems will have the strengthened security control
implemented by September 2000.

67. Page 58, 7.f. The Office of Information Technology deleted and disabled GUEST account on all
servers.  Servers at Headquarters were completed in July 1999 and the Field Offices
were completed in September 1999.  This recommendation was closed in the
Departmental Automated Audits Management System on October 7, 1999.

68. Page 59, 7.g. Strong, six figure passwords have been implemented at Headquarters and the Field
Offices as of December 1999.   OIT is using a standard Novell file server reporting
utility (Security.exe), as reported in the response to recommendation 2.e, which
provides summary audit information.
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69. Page 59, 7.j. As reported in recommendation 2.h.,  several actions have been taken..  Twenty-one
of HUD's mission critical systems are now under configuration management (CM).
The current status of the overall effort is as follows:
• Twelve Hitachi systems have been identified to be placed under Endevor.  Nine

systems, including six mission critical systems, are under CM and three are in
progress to be completed by June 30, 2000.  In addition, five mission critical
Hitachi systems are already under configuration management software built into
the applications.

• Fifteen UNISYS systems have been identified to be placed under CMPlus.
Thirteen systems, including five mission critical systems, are under CM and two
are in progress to be completed by April 30, 2000.  In addition, five mission
critical UNISYS systems are already under configuration management software
built into the applications.

• Seventy-three PC/LAN/Client Server systems have been identified to be placed
under PVCS.  Thirty-two are under CM and forty-one are candidates for
PVCS. OIT and Operations are developing a schedule for implementation.

• An additional sixty-seven Lotus Notes systems need to be placed under a
different CM product than PVCS.  Technical staff have identified CM software
available for these systems.  Funding for a copy of Team Studio will be
requested at the mid-year budget review.

Management hopes to achieve the final action target date of 4/16/00, but will request
an extension of the target date within the allowable one year deadline of 9/29/00 if
necessary, depending upon resource considerations.

70. Page 59, 8.d. There is now  a complete, non-duplicative alpha list of sensitive system users in
HUD, both employees and contractors, provided by IT,  totaling 1338.  This is
significantly below the 8200 number cited by the OIG.  Significantly, the 8200
number is based on a report that counts users with access to multiple systems
multiple times, and also includes users with "read only " access who do not require
background investigations.  Approximately 643 forms have been received from
individuals NOT on the IT list.

71. Page 59, 8.e. OHR is presently provide OIT with a listing of all changes reflected on SF’52’s
every two weeks.  The Office of Administration requests that this recommendation
be removed.

72. Page 59, 9.b. Software was implemented in August 1999, and the action should be closed.
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Attachment No. 3

Office of Administration Comments
On OIG Draft FY 1999 Internal Control and Compliance Report

System and Accounting Issues

Hitachi Environment

There are a number of points with which the Office of Administration takes exception or
wishes to request note of improvements.  Page 30-31 of the draft report addresses the “Started
Tasks”, faulting the ADP Security Office for “ . . .not follow(ing) up with a review of the audit
trail records to ensure that the use of the default entries were legitimate and present not
vulnerabilities.”  In fact, each evening audits are run that identify security breaches of Started
Tasks, and were there  grave security breaches, the system would shut down;  an indication of a
lesser breach would trigger notification to the appropriate system operators so that actions could
be taken.

We are requesting that the following be removed (p.31):
The ADP Security Office did not follow up with a review of the audit trail records to ensure
that the use of the default entries were legitimate and presented no vulnerabilities.
And replaced with:
We understand that each evening audits are run that identify security breaches of Started
Tasks, and were there  grave security breaches, the system would shut down;  an indication
of a lesser breach would trigger notification to the appropriate system operators so that
actions could be taken.

 It should be noted that the discussion regarding “excessive access privileges” should
reflect the fact that this issue has been under review for several months, and is being addressed in
accordance with the long range security plan.

We are requesting that the following statement be added to the text at the end of paragraph
1 as follows (p.31):
It is noted that the issue of excessive access privileges has been under review for several
months and is being addressed with the long range security plan.

Major improvements have been made regarding access controls over HUD’s general
support systems.  HUD’s priority, in accordance with PDD # 63,  is to prevent outside attacks to
cyber/technology resources.  To accomplish this effort, the focus has been on fully implementing
the security software products on the external resources for the infrastructure. The Office of
Information Technology recognizes the need to improve monitoring of  these resources and will
continue to report findings regularly in CDRL 059, Monthly Security Report, and concur that
additional maintenance should be exercised.

However, the technology issued raised concerning the Started Task (STC) and
Authorized Program Facility (APF) on the Hitachi platform is a closed vulnerability.  The
exposure is minimal and the production computer user is not capable of exploiting this weakness.
Authorized online users are bound by the security of the general support and application system
using profiles, based on separation of duties.

See OIG
Comment 1

See OIG
Comment 2

See OIG
Comment 3
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Started Task and APF’s are not menu options available to the Hitachi  user community.
They are secured  facilities and operate on demand  with the operating systems and its auxiliary
components to process and secure data.  A disabled STC will not create exposure to data; if any
thing, it adds additional security when it is not functional.  Glitches or non-performing  STC’s or
APF’s  do not overflow data into the general user processing business environment.  If that were
the case, the system would be declared down and corrective actions would commence.  HUD’s
system programmers are the only persons who could cause a “service interrupt”.   The situation
explained in the audit report is not similar to routers or buffers reaching thresholds and spilling
sensitive data in unsecured areas.

We are requesting that the following statements be removed from the text (p.31, paragraph
2):
Both of these conditions would allow a perpetrator to place unauthorized programs into the
APF.  This exposure could result in loss, errors, and damage to HUD’s critical financial
software and data.
And replaced with:
While the aforementioned weaknesses are noted, it is clear that HUD’s own system
programmers are the only  persons who could cause a “service interrupt”.

Regarding the administration of the Authorized Program Facility, we agree that
maintenance should occur on a scheduled basis to prevent such activities. However, the audit
report should reflect that there was only one APF out of several hundred in which HUD neglected
to apply proper maintenance. Furthermore, the process to allow a perpetrator to place an
unauthorized entry is not as simple as implied in the audit.  Two external penetration tests were
executed, proving that an external hacker could not penetrate the Firewall, which is the first step a
perpetrator must accomplish.  Additional layers of security, such as HUD’s network, mainframe
(CA Top Secret Fail Mode enforcement) and file accesses would further prevent a perpetrator.
It is acknowledged, however,  as with any large scale enterprise operation, that the Department
faces the risk of its own authorized  users collaborating to bypass security.

Please add the following sentence following the 6th sentence in paragraph 2, p.31:
However, there was only one APF out of several hundred for which the Department did not
apply proper maintenance.  Two external penetration tests were executed and precluded an
external hacker from  penetrating the Firewall, prohibiting any violation of the system.

UNISYS Environment

The Office of Inspector General (OIG) Audit  1999-FO-177-0003 addresses various
issues that are once again addressed in the section on the UNISYS Environment.  Management
decisions regarding security enhancement plans, network management packages that alert staff to
questionable or unacceptable conditions and configuration management, among other issues, have
been accepted by the OIG, with deliverables due on or before 9/30/00.  Therefore, to revisit these
issues in the current audit is unfairly punitive and misleading.

The statement on page 32 at the end of the paragraph at the top of the page states “ . . . the
privacy of HUD customers is being compromised, and the sensitive data placed at risk for
potential fraudulent activities” is inflammatory and disregards safeguards already put in
place with UNISYS 1, and currently underway with improvements to UNISYS 2.  We request
that this section be removed from the report.

See OIG
Comment 4

See OIG
Comment 5
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It should be noted that the OIG’s assessment of the Hitachi computing resources “are
now protected at the highest level of access security.”   All operating system files are protected
on the Hitachi, UNISYS 1 & UNISYS 2.  As previously referenced, the CHUMS system, running
on UNISYS 1, has undergone a review and corrective actions applied to protect the data;  such
protection for the LOCCS program, running on UNISYS II, is presently underway.

Network Environment

All passwords are encrypted and users cannot log in with unencrypted passwords.   

Please remove the sentence in the 3rd paragraph of p.32 that states:
However, some vulnerabilities that we detected and reported in previous years have not
been removed, despite HUD promises to do so. Novell networks were still frequently set to
allow users to log in with unencrypted passwords.
And replace this sentence with:
Novell networks only permit users with encrypted passwords to log in, removing a former
vulnerability.

The OIG continues to express concern regarding a lack of control over Novell operating
system files, which would permit a person to copy files to hacking programs designed to identify
user ID’s and passwords.  This concern presumes that authorized personnel, those enabled access
inside the Firewall, would exploit this system.  It is for this reason that background checks are
performed on all HUD employees and contractors as necessary.  The threshold of  integrity and
trust of employees has to be established at some point and given institutional credence in order to
accomplish the business of the Department.

Please remove the statement in the 3rd paragraph of p. 32 that states:
Another weakness we noted is the lack of control over Novell operation system files. Access
to these files allows a person to copy system files to hacking program, which are designed
to identify user Ids and passwords.  This information would allow a person to login as
someone else and use that access to read files and even initiate transactions.

In regard to the concern over a hacker gaining “root access to take control over a
system”,  it should once again be noted that two external penetration tests were executed, proving
that an external hacker could not penetrate the Firewall, which is the first step a perpetrator must
accomplish.  Therefore, the Office of Administration requests that references addressing
concerns regarding “hackers” be removed from the final report.

Please remove paragraph 1 at the top of page 33, that begins with the words, “We also
noted some weaknesses . . .” and ends with the words, “take control over a system”. Please
remove the word “these” in the first sentence of the 2nd paragraph so the sentence reads,
“We detected vulnerabilities by using two automated tools for network security evaluations.
And add the sentence, “It is acknowledged the two external penetration tests that were
executed demonstrate that an external hacker could not penetrate the Firewall, thus
precluding invasion by a perpetrator”. This sentence would then be followed by the present
final sentence of paragraph 2 that states, “Given the size and complexity . . . an automated
network monitoring package would enable detection . . . .”

Disaster Recovery

See OIG
Comment 6

See OIG
Comment 7

See OIG
Comment 8

See OIG
Comment 9
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The Office of Information Technology does have a Business Resumption Plan (BRP) and
can implement it.  The Office of Administration will approach the Deputy Secretary as to when it
should be tested.  It should be noted that all field offices have a BRP;  however, these plans are
being revised to reflect the concerns and interests of the field  as well as to ensure more effective
coordination with the program offices and centers.

The last sentence of  the second paragraph under this section should be changed to
read, “We have been advised that IT staff in the field offices are involved in revising the
BRP’s to reflect the concerns and interests of the field  as well as to ensure more effective
coordination with the program offices and centers.  This effort will provide the needed
technical support to the program areas in the even of a disaster.”

Software Change Control

The Office of Administration takes exception to the statement that the IG has
“continually reported” weaknesses in configuration management and that “ . . .there is a lack of
progress in CM implementation.”  In fact, as noted in the response to Recommendation 2.h, 21 of
HUD's mission critical systems are now under configuration management, an additional 5 are
underway, to be completed by 6/30/00, and plans are in place to address the balance of the
systems.

The second paragraph in this section on pages 33-34  should be modified to read,
“We acknowledge efforts to address these concerns are underway, albeit at a pace slower
than would have been preferred.  While a workplan for all platforms promised to be
completed in 1999, 21 are now under configuration management (CM); an additional two
UNISYS systems will be completed by April 30, 2000; three Hitachi systems are in progress
to be completed by June 30, 2000; 32 PC/LAN/Client Server systems have been completed
under PVCS, and an additional 41 are to be completed.  While we have continually
reported this significant weakness since 1996,  the Department is making every effort under
current budgetary constraints to address this issue earnestly.”

 Personnel Security Over Systems Access Continues to be Inadequate

There are several issues with which the Office of Administration takes issue regarding
the matter of Personnel Security:

•  The OIG has incorrectly cited the  “. . .Information Security Staff within IT (as)
responsible for providing policy guidance on information security”.  In fact the Chief Information
Officer is charged with developing such policy, which the staff within IT implement the policy.
  Please clarify this reference in the final report by changing the last sentence in the first paragraph
on page 36 to read, “Finally the Chief Information Officer is responsible for providing
policy guidance on information security”.

•  The backlog of “as many as 8,200 background checks” has been previously reported as
being an inflated figure. The complete, non-duplicative alphabetical listing reflects a total of 1338
employees and contractors, as provided by OIT.
 Please correct this statement, on page 36, paragraph three, first sentence, to read, “While at the
inception of our review, we found a potential backlog of as many as 8200 background
checks may have been required, further work on the part of the OHR and OIT staff
reduced this backlog to only 1338 employees and contractors.”
 Please remove the word, “extremely” in the fifth sentence of the same paragraph so that the
sentence reads, “As a result, HUD is vulnerable to unauthorized . . . .”

See OIG
Comment
10

See OIG
Comment
11

See OIG
Comment
12

See OIG
Comment
13
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 Please remove the reference in the final two sentence of that same paragraph to the very narrow
issue of the M&M contractor whose contract was terminated.   This issue is incendiary on
the surface and does not reflect the due haste used to remove the contractor upon
determination of ineptitude.

•  A discussion ensues in the draft audit report of the commitment made by the Director of
Labor and Employee Relations Division, in response to the OIG Audit 1999-FO-177-0003, 8.d, to
have the reconciliation of database background checks completed by 3/31/00.  Negative
conjecture does not belong in this report;  however, funding has been acquired and a contractor
has been engaged to process the backlogged case files within a three week period of time to meet
or exceed the 3/31/00 target.  This effort has been given the highest priority and the Office of
Administration requests that the statement be removed from the final report.
 Please amend the last two sentences of paragraph four on pages 36-37  to read, “OHR’s Director
of Labor and Employee Relations Division stated that the currect backlog of investigations,
due to a peak in workload without the commensurate staff in place, will be eliminated by
March 31, 2000 through the successful coordinated efforts to secure funding, a contract
for temporary services, and support from OIT.  We believe that management has
demonstrated the commitment to the Personnel Security program to ensure that this goal will
be met.”

•  Reference is made in the report to “as many as four different systems and
methodologies for logging and tracking background investigations”.  One tracking system has been
adopted, put in place, tested, and has been found to work adequately.
  Please remove the comment regarding tracking systems from the final report  on page 37,
paragraph  one, sentence two, or amend the statement to read, “While at one time there may
have been as many as four tracking systems in place,  management directed the use of one
tracking system that provides all the necessary information to permit background
investigations to be tracked and progress monitored.”

•  Verifiable actions attest to the increased attention and resources that are being devoted
to Personnel Security, as coordination and collaboration between the OHR and IT offices have
been greatly enhanced.  OHR Personnel Security staff are regularly in attendance at the monthly
meetings of  the Security Administrators;  as recently as the January 27, 2000, meeting, Personnel
Security was the top agenda item with Queen Mention, of the OIG, in attendance.   Considering
these ongoing efforts, coupled with the fact that the delivery dates for the management decisions
referenced in the 1999 audit not having been tested, it is requested that the “Assessment of
HUD’s Plans and Completed Actions” be revised to reflect the level of commitment the
administration has made to correcting this problem and ensuring that it does not reoccur.
Please remove the first paragraph under this section on the bottom of page 37, and replace
it with the following: “HUD has made a commitment to address these issues, demonstrating
the leadership and financial commitment to ensure coordination between OHR, IT, the
GTR’s and the system owners.  The database of background investigations has recently
been updated and its reliability will be tested in the near future.  With these continued
efforts, the Department will be in a better position to ensure that only individuals who
should have access to critical and sensitive systems have such.”

See OIG
Comment
14

See OIG
Comment
15

See OIG
Comment
16
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U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
WASHINGTON, D.C. 20410-5000

REAL ESTATE ASSESSMENT CENTER

MEMORANDUM FOR:  James M. Martin, Deputy CFO for Financial Management, FM

FROM:  Barbara L. Burkhalter, Deputy Director, Real Estate Assessment Center

SUBJECT:  Comments on Office of Inspector General Draft Report on the
                       Audit of HUD’s Fiscal Year 1999 Financial Statements

The following provides comments on pages 7, and 13 through 17 of the report which discusses Verification
of Subsidy Payments.

The last paragraph on page 7 emphasizing that HUD must finalize and implement plans to permanently
organize and staff a Departmental income verification program should be deleted.  The Real Estate Assessment
Center (REAC) at Headquarters has staffed a permanent income verification program, and developed and
implemented an automated system to facilitate large-scale computer matching income verification.  Further, REAC
is permanently organizing and staffing income verification functions in the Field.  REAC staff completed in
February 2000 labor union negotiations for the transfer of over 40 HUD staff in the Chicago and Seattle Income
Verification Centers from the Office of Public and Indian Housing to the REAC.  These employees, most of
whom will be designated quality assurance analysts, will provide overall support for the large-scale computer
matching income verification function.  Further, REAC has hired one Field auditor, and has published, through the
Office of Human Resources, position vacancies for the hiring of additional auditors who will conduct reviews of
the effectiveness of public housing agencies, owners and agents (collectively referenced as POAs) in resolving
income discrepancies.

REAC auditors and quality assurance analysts will monitor POAs’ effectiveness in resolving income
discrepancies.  The POAs will use an automated template to report quarterly   on income discrepancy resolution
actions.  The automated reporting template, which will be standard for all rental assistance programs included in
the large-scale matching program, has been developed and tested and will be deployed in March 2000.  REAC
auditors and quality assurance specialists will use the POA-reported information in planning Field reviews of
POAs.

While the OIG report on page 15 acknowledges HUD progress in expanding its income matching program,
the report on page 16 states that "HUD should continue to explore and evaluate practical and cost effective
computer matching techniques and methodologies that will aid in quantifying, on a large scale, the extent of
abuses and the benefits of a permanent computer matching and income verification process.” [emphasis added]
We believe that it is more important to take action to detect, correct and deter abuses than to aid in quantifying the
extent of abuses, although both are REAC goals.  REAC presently is committed to using the large-scale Federal
tax information, and social security and supplemental security matching techniques it has developed until some
other more viable alternative(s) exist.  The OIG report does not cite other practical alternative techniques.
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From the perspective of preventing tenant unreported income, the ideal would be on-line automated
income verification before a tenant is admitted to rental assistance program or recertified for rental assistance.  As
a practical matter this is unlikely to occur any time soon, if at all, given legislative concerns that this would violate
personal privacy protection.

The HUD OIG acknowledges on page 14, second paragraph, that "various
legal, technical and administrative obstacles exist that impede HUD, HAs and project owners from ensuring
tenants report all income sources during the certification and recertification process."  Despite this, HUD has
developed techniques that within existing legal constraints facilitate the detection, correction, prevention and
deterrence of many problems.

REAC has taken substantial actions to resolve the material weakness:  "HUD Needs to Do More to
Ensure That Subsidies Are Based on Correct Tenant Income."

• a large-scale computer matching income verification program has been implemented;
REAC started sending letters to tenants on February 16, 2000, and a large-scale rollout
will start on  March 1, 2000,

• nationwide computer matching programs have been implemented to provide social
security and supplemental security income verification to housing agencies, owners and
agents for tenants due recertifications.

Given the subjectivity of the “HUD Needs to Do More” language, REAC and the OIG need to meet to discuss
specifics on what, if any, additional actions are needed to resolve the material weakness.

The second paragraph on page 17 contains numerous negative comments about the current large-scale
computer matching programs.  REAC is concerned with the frequent use of terms such as “fully tested” and
“fully implemented” in the second paragraph on page 17, and requests that the OIG define the terminology.  If
read literally, the term “fully” could be interpreted as a never ending process, as business processes frequently are
tested, implemented and later refined.

The negative statements in the second paragraph on page 17  about the current large-scale computer
matching income verification process seem inconsistent with positive statements on page 15 about HUD progress
in expanding its income matching program.  The second paragraph of page 17 states in the middle of the paragraph
that "REAC has made significant progress" in computer matching and income verification.  However, that
paragraph contains statements that diminish the extent of that progress.  For example, the reports states:

• adequate information technology and human resource infrastructure to support a
large-scale matching effort had not been sufficiently developed and implemented
(REAC has addressed both of these issues)

• the present large-scale matching methodology has not yet been fully tested (significant
tests of the computer software has occurred)

• the human resource infrastructure has not been fully implemented (REAC has
addressed this issue; albeit, full implementation has not occurred)

• the current methodology has not been fully tested (significant testing of computer
software has occurred and other small scale projects have been conducted using
nearly the same methodology)

• tenants may receive an income discrepancy letter in error (we acknowledge that this
will occur give significant variance in rental assistance program; notwithstanding,
REAC has taken actions to minimize the problem, e.g., annualizing household income
for use in comparisons to calendar year Federal tax information, using high income
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thresholds, and providing clear instructions to POAs that will minimize the burden of
false positives.)

• the project is already more than four months behind its implementation schedule (the
system produced matching results in December 1999; REAC, at the request of the
Office of Public and Indian Housing, and the Office of Housing deferred sending
matching results pending   initiation of a training program for POAs, and resolution of
issues concerning a Guide containing instructions for resolving income
discrepancies.)

The income discrepancy thresholds should not be disclosed in the OIG report on page 16, first
paragraph in the "HUD’s Action Planned and Underway to Verify Tenant Income."  The thresholds should not
become public because tenants knowledgeable of the thresholds could in subsequent years avoid detection of
underreported income amounts if they know the established threshold used computer matching.  REAC may (or
may not) change the thresholds in subsequent years.

Below are other comments on pages 13 through 17 of the recent draft OIG report on HUD's financial
statements:

Page 14, last paragraph.  The numbers for inclusion in this paragraph
should be based on the statistics provided to the OIG staff during the
second week of February 2000.

Page 15, next to last paragraph, second sentence.  "Administration" should be changed to
"Administrators."

Page 17, first complete sentence. The OIG report states "We are also encouraged by the
number of on-going actions HUD has taken and continues to pursue to improve reporting rate
and data integrity of the MTCS."  [emphasis added]  A similar favorable statement concerning
the large-scale computer matching and income verification projects is not shown in the
immediately preceding text that discusses computer matching and income verification.  We
believe the OIG report may have omitted a statement expressing encouragement by the
number and scope of recent large-scale computer matching income verification projects.
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